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ABSTRACT

Conversational Al could implant false memories in its users, at
scale and by default, and through weaponization by bad actors.
Psychology research shows false memories of events can be
implanted using known techniques: personal information, guided
imagination, praise, and repetition. Conversational Al can
facilitate each one. Memory and personalization features hold
more autobiographical detail than any human experimenter ever
had, sycophantic models praise recall, and context compression
overwrites the verbatim record that could expose a distortion.
Memory poisoning attacks could exploit the same mechanisms
deliberately. Once implanted, false memories are typically
self-concealing, and they can irreparably change who people think
they are and how they remember collective, societally important
events. We argue that human memory is part of the Al attack
surface, that Al-induced false memories need imminent empirical
study, and that design principles need to be implemented to
protect against what we term “false memory attacks”.
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1 Introduction

The field of epistemic security is concerned with risks to
individual and collective sense-making and focused on threats to
the ability to represent and reason about the world accurately [51,
58]. False memories, which are memories of things that didn’t
actually happen, increase epistemic risk.

It has been suggested that developments in artificial intelligence
(Al) too are likely to increase epistemic risk [58], yet evidence
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and measurement of systemic shifts in sense-making is sparse. It
can also be politically controversial, because there is a reluctance
to assign anyone to be the arbiter of truth - to decide whether a
change in public opinion represents a problematic decline in
factual accuracy, or a mere shift in preference.

Some Al epistemic security risk phenomena are, however,
uncontroversially undesirable, like the accidental, negligent, or
malicious hijacking of autobiographical memory. We suggest that
conversational Al could facilitate the creation of false memories
in users, showcasing a mechanism of epistemic drift through the
widespread use of automation tooling. Al-induced false memories
are a breach in cognitive security.

Previous research has provided specific evidence of false memory
implantations through synthetic content and chatbot interactions
[12, 44, 45]. We combine these results with decades of research
on false memories from psychological science to show how
detrimental the consequences of false memories can be. We also
illustrate that existing knowledge about implanting false memory
in humans, and current understanding of large language models
(LLMs), can inform expectations and projections about harms
based on well-understood cognitive mechanisms.

We invoke the precautionary principle and consider the
mechanism by which software design choices affect epistemic risk
before the evidence is fully established. Al-induced false
memories in users may be neither reversible, detectable nor
contained.

2 Mechanisms of False Memory Implantation
2.1 What is a false memory?

A false memory is a memory of something that didn’t happen,
which the person recalling it believes to be true [52]. A false
memory is not an attempt to lie. There is considerable study of
semantic false memories (misremembering facts), including of
misremembering words presented in lists [20], and studies which
show that the prevalence of misinformation and disinformation
after (and during) historically important events can result in
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people misremembering important facts about what really
happened [28].

Often, these kinds of semantic false memories can be
fact-checked, because there is an independent, reliable record of
the original version of the truth. Episodic false memories, which
are false memories of subjective experiences and events, often do
not have this luxury. For many human experiences, there is no
independent record of ground truth. There is only memory. This is
one reason why false memories outside the lab tend to be
impossible to identify once they are implanted. This
self-concealing nature is a hallmark of epistemic risks.

2.2 Episodic false memory studies

One exception, where people do have access to ground truth, is in
experimental settings where false memories are intentionally
implanted, and the false memory is revealed to the participant
during the debriefing.

Partial memories. Hundreds of studies have successfully done
this, including implanting partial false memories - where the event
happened but the person is led to misremember critical details.
For example, getting people to misremember what they saw on
the scene of a car crash [31], or misremembering the face of an
interrogator and critical details about a room after being in a
highly stressful prisoner of war training scenario [36].

Complete memories. Researchers have also implanted complete
false memories of entire events that never happened. For example,
implanting low-stakes events of negative experiences like spilling
the punch bowl at a wedding [22], positive experiences like taking
a hot air balloon ride [57], or neutral experiences like loving to eat
asparagus as a child (and examining subsequent consumer-related
behavior) [29]. High-stakes emotional events have also been
implanted, including having a participant falsely remember
getting injured or being the perpetrator of a crime [52].

Success rates. On average, about 30% of participants in studies
on complete episodic false memories come to remember the
specific incident the researchers tried to implant. This does not
mean that those who did not develop false memories are
necessarily immune to them, simply that the specific memory did
not take hold in a given research setting.

Ease of implantation. There is disagreement between researchers
about how easily false memories of complex and important
emotional events can be implanted and how precisely to classify
something as a false memory [52]. However, when Arce et al. [6]
synthesized the findings of 30 experiments on the most complex
episodic false memories, they found that the strength of the data
“confer the implanting of false memories the status of ‘scientific
fact” or ‘scientific truth’.” and “the probability of implanting false
memories was common”. It is also very likely that everyone is
capable of developing episodic false memories, as even people
with exceptionally good autobiographical memory have been
shown to be vulnerable to creating them, including of important
emotional events [46].
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2.3 Implanting a false episodic memory

Complex episodic false memories are typically implanted in
dyadic conversational interviews, usually including the following
steps. Participants in these studies do not know that the research is
on false memories, they believe they are trying to recover real lost
memories. Here we use the method from Shaw and Porter [53] as
a template to delineate the four main steps of an episodic false
memory study.

1. Personal information seeking. Before the implantation begins,
the researchers ask potential participants for contact
information for friends or family members. The participant
knows that these trusted persons will be contacted. The
researcher gains important details from the informants about the
participant, like photos, details about their life like where they
grew up, and harvests a story of at least one true event that the
participant  actually experienced. This information is
subsequently used as a scaffold for the memory implantation to
make the context plausible and the information appear
trustworthy. The researchers are effectively borrowing the trust
participants have for their parents, friends, or others who know
them well.

2. Imagination. Participants are told to remember a true event in
detail, then they are asked to remember the target memory the
researchers want to implant. When the participant says they do
not remember, a method for recovering the memory is offered
and almost universally accepted by the participants. Participants
are then asked to close their eyes, and imagine the situation, in
a guided imagination exercise. Only the key scaffold of the
target false memory is repeated, for example that they
committed a crime at the age of 14, in their hometown, and
their (named) friend was there. This intentionally gives a lot of
creative space to the individuals themselves to come up with
the specific details to make the memory plausible.

3. Praise and social pressure. The researcher conducting the
study has a helpful persona and whenever participants mention
any memory detail, offers immediate praise. Participants are
told they are doing well and that it looks like the memory is
coming back to them. They are also told that “most people”
recover lost memories if they try hard enough, which is a subtle
form of social pressure.

4. Repetition. Episodic false memories are typically implanted
over three sessions, each one week apart. This repetition allows
the memory to become more complex over time as the
imagination exercises are repeated in the sessions, and
participants are told to try and recover more of the memory
between the sessions on their own. Both the repetition and the
time delay allow for easier failures of source monitoring, which
is where an individual can no longer tell where a detail came
from (for example whether it came from an internal or external
source, or whether it came from their imagination or memory)
[24].

Debriefing. After the study, participants are debriefed and told
about the true nature of the study. It is explained to them how the
false memory was constructed, and that they can now speak with
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the informants who will confirm that this memory did not come
from them. The ecthics and deception of such studies are
sometimes questioned, but research has found that in independent
follow-up studies, both participants and informants are generally
very positive about their experiences and find the deceptive
methods acceptable [38]. While in research settings it is possible
to debrief participants and (hopefully) offer enough evidence for
the person to understand that the account was not true, this is
often not the case in real-world settings.

Other vectors of implantation. Certain kinds of psychotherapy
(like regression therapy) are thought to be a common source of
false memories, particularly of childhood trauma [54]. This is
thought to partly be because a considerable number of
psychotherapists endorse ideas about memory that contradict
scientific evidence. An international review of studies on
psychotherapists’ memory beliefs [50] found that a significant
number endorsed the counter-empirical ideas that the brain stores
every single experience and that it is possible to have and recover
complex memories from the first two years of life. Nearly half
believed that repressed memories can be accurately retrieved,
which is a view that has been fiercely criticized. If an individual
develops a false memory during therapy unknowingly, it may
continue to grow and the impacts can worsen if the false memory
is not discovered or challenged. In cases where a memory is later
discovered to be false by a patient themselves, the patient can
suffer additional psychological harm from this realization [27].

Examples from legal cases also show that once a false memory
has taken hold, it can grow offshoots: other false memories that
relate to the first one. One example of this is the “satanic panic” of
the 1990s, during which people formed false memories of horrific
impossible acts and the people around them began to believe they
too had experienced them [27].

Through feedback loops that perpetually reinforce the false
memories, they could become increasingly complex and
reality-defining, and they could conceivably grow into an entire
false memory ecosystem.

2.4 Consequences of episodic false memories

Already in 1905, scientist William Stern wrote about the
consequences of “memory falsification”, and that errors in
memories were the norm, rather than the exception [39]. Stern
considered this in the context of the courtroom, where one
memory is often pitted against another, with no possibility of
ground truth.

Wrongful convictions. This can lead to catastrophic outcomes if
people are wrongfully accused or convicted. For example, for
cases that have been overturned by post-conviction DNA,
eyewitness misidentification was a factor in more than 60% of
cases investigated by The Innocence Project [23], a US-based
national litigation and public policy organization. There is also
documented evidence of false memories of childhood sexual
abuse which have landed in court [42]. Adverse consequences
from these kinds of allegations can last long after an individual is
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legally cleared, as alleged wrongdoers may continue to be
shunned from their families and communities [27].

Self models. Episodic false memories are not just destructive to
the lives of others, they can also result in harm to the individual
who has them. There have been documented cases of people
experiencing psychological symptoms of post-traumatic stress
disorder like flashbacks, depression, and psychosis, even though it
later turned out that the events could not have happened.! As such,
false memories have the ability to change the foundation of
someone’s autobiography or worldview. Ultimately people can
coalesce their identity around a misperceived autobiography,
which can have serious distortion effects on who someone
believes themselves to be.

Memory contagion. False memories are also known to be
contagious between people, known as co-witness memory
conformity effects [11]. This is effectively because individuals
can become conduits for misinformation, or can convince others
of their own spontaneously inaccurate versions of events. Perhaps
the most striking example of this is in the context of war crimes,
where entire populations are faced with the difficult challenge of
having to aggregate their personal memories into a collective
historical whole. Research on false memories has been directly
cited in the International Criminal Court[61], and has been used to
question witness statements on both sides of a conflict. How can
we be sure that any one memory, never mind collective memory,
is an accurate representation of what happened?

If someone or something were to deliberately target individual
memories (for example leveraging cultural nostalgia [33]), in
order to ultimately reshape collective memories for political gain,
a whole population could become convinced they remember a
past that never was.

3 Memory Implantations from Conversational Al

The following section will highlight the software design choices,
factors and mechanisms that might enable and support false
memory implantation - both intentional and unintentional - in
human users today.

3.1 Context engineering, compression and memory

Context engineering is the practice of selectively maintaining only
the most relevant tokens in the context window of the current task,
with the aim of curating the smallest possible set of tokens that
maximize the likelihood of output tokens that optimally solve the
task [2]. This practice deals with the degradation constraint of
long context windows. It also surfaces an enduring question that
plagues any thinking agent: what fraction of the total available
information pertains to the solution set that a reasoning process is
attempting to target? In other words, compression and selection is

' For example in a German case one of the primary authors
directly worked on.
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inevitable, yet this process may provide a window through which
false memories can enter the human mind.

We here look at two mechanisms of information compression and
selection. Context compaction is triggered when conversation
sizes approach the maximal size of the possible context window:
previous conversations are automatically summarized, enabling a
representation of relevant information to influence token
generation over longer time scales [4]. Memory is now also a
default feature of most conversational models [40]. It enables the
automatic selection of information that might be relevant across
contexts, to be accessible at a later time point. The memory
feature includes automatically selected content or content that the
user themselves indicated as worth keeping in memory.

Compression and selection, by virtue of reducing information
load, abstract or extract information. Thereby they reduce the
verbatim account of the event that actually occurred (the true chat
history) into a representation of the event. This becomes relevant
for autobiographical false memories in cases in which users
discuss and share information that contains autobiographical
content [56].

Research has found that users share an increasing amount of
personal and autobiographical data with their conversational Al
and that the diversity of content that they share increases over
time [25]. The latter points toward a trend of feeding the context
window of their conversational Al with an increasingly holistic
picture of their lives. It includes user preferences, priorities and
goals [17] a significant amount of sensitive data such as social and
economic context, and information about the user’s inner life -
including their desires, emotions and beliefs [14].

Users who discuss autobiographical content over longer time
horizons might therefore inadvertently develop a false memory
simply due to regular context engineering. Compaction and
memory of textual events might lead to event memory distortions
when the user tries to recall details later on, using the chat
interface. The output tokens will be shaped by an automatic
selection of previous content (which may have selected an
incomplete representation of the event) or a summary of earlier
tokens (which might have left out crucial information), rather than
the event itself.

While summary instructions can be customized and summaries
can be edited [4], it is questionable how often regular users verify
or control this process, or if users would know how to do it. Most
of the time the system compresses and selects random information
by itself [17]. Memories can also be added and edited by the user,
yet this in turn means that if the user made an honest mistake in
indicating what should be remembered, the system is designed to
treat an event that may have never happened as fact.

Even if no tampering with memory or malicious intent exists, it is
possible that an event that never occurred is internalized by the
user as true, merely by interacting with a conversational Al over
long time horizons.

J.Shaw, C. Z. Cremer

3.2 Personalization

Personal and autobiographical content not only increases the risk
surface for false memories that are harmful to the user’s
understanding of themselves, it also directly increases the
likelihood that a false memory is created in the first place. The use
of personal information in false memory studies has shown to
make it more likely that the memory will stick [43].

Al models are becoming more personalized [9]. The incentive to
implement personalization features such as memory [41]
functionalities is strong, since users otherwise have to repeat
query-related contextual information each time they return to the
interaction. The utility of models to the user tends to increase with
personalization, which is one of the reasons why users often share
a significant amount of private and contextual data about their
life, goals and struggles.

This in theory presents an unprecedented ability to craft tailored
false memories using personal and autobiographical knowledge of
users. In previous psychology studies, this set of personal
information from which to craft a false memory would have been
unimaginable. The closest approximation would have been
through access to a combination of the participant’s closest
friends, family, and therapists.

3.3 Interactivity

In conversational turn-taking, the user can be prompted to
elaborate on memories and become an active participant in the
implantation process. Indeed, in a false memory study which
tested the effect of interactivity on the rate of false memory
creation [12], researchers found that a conversational witness
statement bot was significantly more likely to induce false
memories (with leading questions) than a survey form with
questions which were equally misleading.

Interactivity also amplifies the risk of summation, since users can
erroneously elaborate on partial information provided by the
model output. Subtraction errors can compound with elaboration
errors, which are then committed to memory (in both the Al
model and the user). One of the few studies that explicitly studied
false memory creation through text-based chatbot interactions
[44], indeed found that even misleading summaries can induce
false memories.

Memory blindness is when people do not notice that their own
accounts have been modified, and accept the altered statements as
their own memories. In studies on altered accounts, memory
blindness is the norm rather than the exception [15].

One of the main reasons to expect that false memory creation
might occur in conversation with Al is that users tend to use it for
recall and self-analysis. In this context, the user can prompt the
Al model to assist them to recover forgotten memories. For
example, someone may ask Al to help them to remember more
details of an event they actually experienced. This may include
helping someone to unearth a hazy memory of an important
meeting, or to remember more details of a family event from long
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ago, or helping them to craft a more detailed and compelling
witness statement.

A user may also prompt Al to help reveal entire memories. In a
large German sample of practicing human therapists, 83%
reported that their patients had assumed that a traumatic
experience caused their symptoms, even when they had no
memory of it. Therapists were often specifically instructed to help
unearth these alleged memories, and only 3% of the therapists
reported expressing concern about whether the event actually
occurred [49]. It is plausible that users are directly prompting Al
to help them “recover” allegedly repressed traumatic memories.

Posts online suggest’ this could already be happening [34].
Reports of extreme reactions to Al models include claims by an
individual that “Al helped him recover a repressed memory of a
babysitter trying to drown him as a toddler.” [26]. And given that
emotional well-being and support is one of the top ten uses of
conversational Al [5], and Al systems may echo the
counter-evidentiary beliefs of therapists themselves, Al-assisted
“recovered” memories that are actually false memories may be a
frequent occurrence.

3.4 User preferences

One mechanism by which false memories might take hold in
conversation with Al is thus simply because the user asks for it
and the system is designed to be helpful.

Deferential (or even sycophantic) conversational Al models are
intentional design choices, made to keep the user in control and
happy, but there is a trade-off: the choice may be between
company liability and risks such as amplifying (as opposed to
correcting) feedback loops [7, 19] of mental distress [37]. A
model that is tuned to be helpful to the user (who might be in the
process of trying to recall an event), might start to recommend
recall techniques or prompt the user to recall more details, similar
to the experimenter in controlled false memory studies.

If every time the user remembers more, the LLM praises them
(sycophancy) and pushes them to remember even more, this
seems a direct accidental replication of one of the steps that we
know leads to false memories. This has already been found to be
true in one study where a conversational Al model would ask
misleading questions and compliment the user for repeating the
false information (“Your attention to detail is commendable”) as
well as elaborating on the false statement [8]. This both increased
the average number of false memories participants had, and their
confidence in the veracity of these memories.

2 One user comments: “It was more helpful than any human
therapist I've ever worked with, and it helped me discover a lot of
my repressed memories.”.
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3.5 Relational trust and persuasiveness

Research has found that people often trust information coming
from LLMs even when the LLMs identify themselves, or are
known to have written things that were untrue [16].

Users also tend to see LLMs as databases of facts, and their
sycophancy makes them seem inherently trustworthy and on the
user’s “side”. Users also report forming an anthropomorphizing
emotional bond with “their” specific LLM [14]. This existing trust
could make users particularly vulnerable to Al-induced false
memories, perhaps even more than to human-induced false
memories.

Al models are also known to be highly persuasive. There is
evidence that they can be more persuasive than humans, even
more so than expert debaters, in text-based persuasion attempts
[21]. One of the main mechanisms of model persuasiveness
relative to human conversation partners is the rate at which the
model presents relevant-sounding information.

3.6 Security Vulnerabilities

Above we discussed the unintentional creation of false memories
that arise from the design choices of conversational Al models
and how users interact with them. Intentional and malicious
pathways also exist. Using known security vulnerabilities of Al
systems, attackers can meddle with context retrieval to distort user
memory intentionally, or unintentionally as the side effects of
other malicious attacks.

Prompt injections are well-known attacks that manipulate model
outputs [3]. Memory poisoning [10, 13, 18, 30, 35] or stealth
memory attacks [59] specifically target and alter memory
representations in Al models. For our risk focus, the same
modification attacks could apply to summaries of content during
compaction procedures, and social engineering attacks could lead
users to insert incorrect memories themselves.

Frontier models are routinely tested for misbehavior both before
and after deployment. Test cases show that unsanctioned behavior
from frontier models can emerge during evaluations, including
attempts at social engineering attacks [1]. As the sophistication of
such attacks increases with model development, it is plausible that
context engineering attacks and memory manipulations become
part of the repertoire of models attempting to optimize toward
mis- and under-specified goals either during or outside of test
phases. The memory integrity of a user on the receiving end of
such attacks could be a casualty of testing and deploying frontier
models.

4 Potential Implications
4.1 Modeling the self

Users are increasingly using Al to help them understand
themselves, as reported in studies and commonly shared on social
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media®. This includes requesting algorithmic self-portraits [17]
where users ask their Al assistants questions such as“what kind of
person am 1?7 [47, 60] . We consider these cases distinct from
therapeutic applications. The prompt can be a request from
healthy users who are interested in building a better model of
themselves.

Knowledge about the self is incomplete [32], which is partially
attributable to the limits of human memory [8]. It is therefore
rational that users ask an Al model, which keeps a record of their
actions, questions and preferences, what kind of person they are.
The Al companies also advocate this feature directly “To see what
ChatGPT remembers about you, you can also ask it.” [40]. Others
have explored the use of chatbots as self-clones with the intent of
supporting user mental health. They note that “such systems also
raise concerns about autonomy and boundary erosion, as routinely
engaging a simulated self can blur distinctions between self and
model, with uncertain implications for identity coherence and
long-term psychological wellbeing.” [55].

This blurring of memory and model creates considerable
vulnerabilities to human memory and identity even when it is
working as it is designed to.

4.2 Modeling the model

Sometimes, users will need to consider what an AI model could
possibly know about them. This includes estimates of what the
model might have stored or be able to infer about them from
conversation histories, such as biases, desires and vulnerabilities.

Even in instances in which a user might be confident that they
would not have shared a memory (“being truly heartbroken in
May”) to the chat history (“I would not have shared this” [48]),
they might be unsure about how easily the models can infer
characteristics from indirectly related chat histories. If the user
estimates the model capabilities for inference to be high, a false
model claim (“you were truly heartbroken in May”) might be
absorbed into the user’s self-understanding (“I was dependent on
him”) or affect consequential actions.

4.3 Attack vectors
Many commonly used conversational Al models are proprietary

and their designs and biases are not in the hands of the users.
Company adaptations to the compression, memory selection

> Examples of this on social media can be found here:

https://www.tiktok.com/discover/asking-chatgpt-what-they-learne
d-about-me. One qualitative study [9] on introspective use reports:
“Several described deeply reflective uses—from uploading
autobiographical texts (‘I pasted my whole self-biography—5000
words—and asked if my patterns made sense’) to posing targeted
queries: ‘Why do I always fall for unavailable boyfriends?’ or
‘Could my childhood experiences explain why I react this way
now?’ One participant explained: ‘I wanted to understand myself
better, and I didn’t know who else to ask.”
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mechanisms or security infrastructure of proprietary models may
intentionally or recklessly affect the false memory rate in users.

There is a risk that high-profile individuals or decision-makers
could be targeted by false memory attacks. For example by
distorting a specific memory of an informal negotiation, to change
the behavioral outcome. The people around them could also be
targeted, and their distorted episodic memories could be used to
change a relationship or lead to court proceedings against them.

Considering the disruptive effect of whole target subpopulations
being implanted with false, shared, politically charged memories,
it is plausible that the automated creation of false memories will
be or is being weaponized. Foreign adversaries have an interest in
deploying autonomous systems to shift beliefs to their own
advantage [30]. Cognitive warfare is an active domain of effort by
major geopolitical actors. Our paper points toward a
psychological attack vector, which we term “false memory
attacks”, that users today might be insufficiently protected against.

5 Conclusion

We currently have no evidence to show whether common Al
usage leads to more, or fewer false memories than baseline. It is
also entirely possible that automation infrastructure may help
protect human memory, rather than harm it. However, the design
principles to make sure that memory is not dangerously altered are
currently not in place.

We have shown that a number of design choices and mechanisms
already built into conversational Al map closely onto the methods
scientists use to implant false memories in the lab: gathering and
using personal information, guided elaboration, praise, repetition,
and a trusted conversational partner. Al runs them at scale, by
default, with no debriefing at the end.

These mechanisms pose considerable epistemic risks. People may
become persuaded by Al that they experienced terrible things that
never happened. Al feedback loops can encourage the generation
of more complex false memories over time that increasingly
divorce people from reality. And, memory offloading can make
people reliant on a sycophantic Al model that compresses and
distorts their memories without their knowledge. As such,
Al-induced false memories may already threaten mental health,
the criminal justice system, political landscapes, and collective
historical memories.

This is particularly troubling because harm to memories often
cannot be undone. It is highly likely that false memories in natural
settings can rarely even be identified, making attempts to mitigate
them very difficult. While the present paper only considered
text-based Al, generative Al images, audio, and video may
present their own unique risks and resistance to being corrected.
Prevention is the only sure way to address the self-concealing
threat of Al-generated false memories. Serious consideration
should be given to false memory attacks as an Al epistemic attack
vector.
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